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FullMarks.:70
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Answer fromboththeGroupsas directed.

Thefiguresintheright-handmarginindicate
marks.

Candidatesarerequiredtogivetheiranswers
intheirown words asfar aspracticable.

GROUP-A

Answer any fourquestions: 10x 4

1.What do you mean by network security?
Explainthe varioustypesofsecurity'
mechanism used innetworksecurity.

2. Definecryptography.Stateand explainthe
principlesof publickey cryptography.

3.ExplainRSA algorithmindetail.Perform
decryptionand encryptionusingRSA
algorithm with p=3,q =11,e =7and
N=5.
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4. What isdigitalsignature? What arethe
propertiesa digitalsignatureshouldhave?

Explaintheworkingofdigitalsignature
with aneatdiagram.

5. Discussvariousauthenticationfunctions.
ExplaintheforrmatoftheX.509certifi
cate.

6. DescribeaboutSSL/TLS Protocol.Briefly
explainthearchitectureofSSL.

7. Explainthe technicaldetailsoffirewall
and describeany threetypesoffirewall
withneatdiagram.

8. Defineintrusiondetectionand the
differenttypesofdetectionmechanisms,
indetail.

10.Differentiatebetween symmetric key

cryptographyand asymmetrickey cryptog
raphy.

11.DefineS/MIME.

12.Name threeviuses& describeit.

13.What isZombie?

14.Specifythe requirementsformessage
authentication.

15.DefineKerberos.

16.Compare streamcipherwithblockcipher.

17.Differentiatebetween Activeand Passive
attack.

GROUPB 18.DefineSteganography.

Answer allquestions: 3x 10

ListoutthefeaturesofSET.
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Candidatesarerequired
togivetheiranswers in
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Answ�r fromboththeGroupsas
directed.

Group-A

Answer any fourquestionsofthe
following:

10x4=40

1.)Explainthe varioustypes of network
security

mechanism.

2) What do you mean by Cryptography?

Differentiatebetween Symmetric key and

Asymmetric key cryptography.
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3. Draw the block diagram of DES algorithm.

Explainbriefly.

4. What isDigitalSignature? Explaintheworking

ofdigitalsignaturewith a neatdiagram.

5. What isthe need ofauthentication? Explain

variousauthenticationfunctions.

BrieflyexplainthearchitectureofSSL.

What arethetypesof Firewall? Explain each of

them indetail.

8. Writeshortnoteson any two ofthefollowing:

(a)Virus

(b) Kerberos

(c) Woms

(c) ExplaintheternIntegrity.

DefineBlockCipher.

eCompare Substitutionand Transposition

technique.

O DefineSecure ElectronicTransaction(SET)

protocol.

(9) Describehow avirusis moved onthe

internet.

(h)What isTransportLayerSecurity(TLS)?

Differentiatebetween Activeand Passive

attack.

DefineIntruders.

(d) Cryptoanalysis

Group-B

9. Answer allquestions: 3x10=30

(a DefinePretyGood Privacy(PGP)protocol.

(b) Differentiatebetween monoalphabeticand

polyalphabeticcipher.
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Candidatesarerequiredtogivetheiranswers in

theirown words asfaraspracticable.

The figuresin themargin indicatefullmarks.

Answer from both theSectionsas directed.

Section-A

Answer any fourquestions: 10x4=40

1. What doyou mean by network security?Explain

network securityservices.

2. What isCryptography? How isda�a secured

electronically? Explainwhy encryptionalone

does notprovideintegrityofinformation.

3. What isdigitalsignature? Explainhow itis

createdby senderand verifiedby receiver.
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4. Explainthe roleofthe differentserversin

Kerberos protocol.How does the user get

authenicatedtothedifferentservers?

5. EplainSecureE-mail protocolsand S/MIME.

(d) ExplainTransportLayer SecurityProtocol.

(e) Explain Simple Network Management

Protocol.

() ExplainPassiveattack.

6.

7.

8.

What isIPsecprotocol?Explain,indetails,with

operationmode. Draw theframefomat ofIPsec

also.

What isFirewall? Explain differenttypes of

Firewall.

What istheneed ofSSL ?Explainallphasesof

SSL Handshake protocolindetail.

(g) What do you mean by IntrusionDetection

System ?

(h) What do you mean by risk,vulnerabilityand

threatsina network security?

() Explain Key Management in IP security

architecture.

) What isIPSpoofing?

Section-B

(Compulsory)

9. Answer allquestions: 3x10=30

(a)What isNon-repudiation?

()Differentiatebetween block cipherand

streamcipher.

(c) Defineand explainSecure Electronic

Transaction.
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